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Age groups

Children who use live
streaming apps

Children who use
social media

3to4-year-olds | 32% 21%
5 to 7-year-olds 39% 33%
8toll-year-olds | 54% 64%
12 to 15-year-olds | 73% 91%
16 to 17-year-olds | 79% 97%

https://nationalonlinesafety.com/guides




What does your child
love doing online?
What services and

devices do they use?

WIKIPEDIA
The Free Encyclopedia

£ YouTube

The online world can be exciting and inspiring. It has lots of opportunities to offer

young people. It is important to manage and minimise the associated risks.



Snapchat @ Instagram @ WhatsApp

YouTube TikTok

Yubo @ Omegle

Discord L Roblox Q Fortnite

Twitch @

Minecraft Pokémon Go
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Risks of using apps / sites / games that aren’t age appropriate...
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E E .- Your account ‘_ Home I.- News Sport |\- Weather I; iPlayer

Content

Children engage with and B LCIReC T Living | War in Ukraine | Coronavirus | Climate | UK | World | Business | Politics | Tech
potentially harmful content technology

* Violent, gory, graphic, ra
extremist

P Children as young as nine exposed to
« Pornography (legal and |
culture, body image norr pornography

« Age-inappropriate contel ©zdaysago
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Contact

Children experience and / or are tar'

potentially harmful contact:
« Harassment, stalking, hateful beh

« Sexual harassment, grooming, taky
sharing child sexual abuse materi

* Radicalisation, extremist recruitmé

When children make new friends o
could be sharing personal informati
them

lockdown
- REPORT CHILD SEXUAL ABUSE IMAGES/VIDEOS

IWF

Internet
Watch
Foundation
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Commerce

Child as the consumer can experience:

* |dentity theft, fraud, phishing, financial
scams, online gambling

 |nappropriate advertising, sextortion,
streaming child sexual abuse

BDSIP
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Conduct

Children need to be aware of the impact that
their online activity can have on both
themselves and others:

 Bullying, hateful or hostile peer activity e.g.
trolling, exclusion, shaming

« Making, sending / sharing explicit images
It's easy to feel anonymous online and it's
Important that children are aware of who Is
able to view, and potentially share, the

Information, photos and videos that they may
have posted.
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Online bullying

* Online bullying can happen in many
different ways including:

« unkind messages or comments,
 sharing embarrassing photos,
 exclusion from group chats

Do save the evidence
Do report and block
Don’t punish your child
Don’t retaliate




NSPCC EVERY CHILDHOOD IS WORTH FIGHTING FOR

What is child abuse? | Keeping children safe = Supportus | Aboutus @ Events | Christmas L 5 Helpline Q Search

Home Keeping children safe | Support for parents | PANTS (The Underwear Rule)

Talk PANTS ot naked
With the help of our friendly dinosaur Pantosaurus, Talk PANTS is a
l ‘
oniine...

simple conversation to help keep your child safe from sexual abuse.
A resource

provided by SWGfL

Rebecca Gerlings * Fhiona Gal~-—— S

PANTOSAURD =
ano THE POWER oF
b PSR N XSS o

| —


https://www.nspcc.org.uk/keeping-children-safe/support-for-parents/pants-underwear-rule/
https://swgfl.org.uk/resources/so-you-got-naked-online/
https://undressed.lgfl.net/

Online gaming - risks

* Inappropriate content
« Contact with strangers
« Gaming effect on behaviour / health / addiction

« Gaming costs / scams



N partnership with

.
internet
matters.org ONLINE ISSUES ADVICE BY AGE SETTING CONTROLS ~ GUID

Sexting

Helping parents Ke¢ onine grooming online

Fake news and misinformation

Screen time
Inappropriate content
Cyberbullying

Online reputation
Online Pornography
Self-harm
Radicalisation

Privacy and identity theft

Report issue

- e _;_ e -
See e . S
. — e SET UP PARENTAL CONTROLS
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https://www.internetmatters.org/issues/

Help your children stay safe online — work as a TEAM...

5 @ ® ®

Talk Explore Agree Manage
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Talk about staying safe online

 Talk to your child about their internet use and
let them know they can talk to you

What sites do you visit?

What do you enjoy
doing online?

How do you stay safe
online? Any tips for
me?!

Do you know where to
go for help?

If not you, who your child can
talk to, e.g. teacher, Childline

SEND advice for parents -
Internet Matters
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Safer Internet Day

7" February
Safer Internet Day 2023

Want to talk
about it?

Making space for conversations
about life online
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https://www.childnet.com/resources/a-learning-to-read-book/
https://www.childnet.com/resources/digiduck-stories/
https://www.vodafone.co.uk/mobile/digital-parenting/digital-fairytales
https://www.vodafone.co.uk/mobile/digital-parenting/digital-fairytales
https://www.vodafone.co.uk/mobile/digital-parenting/digital-fairytales
https://www.vodafone.co.uk/mobile/digital-parenting/goldilocks

their online world together

» Get involved with your child’s life online

« Learn about the apps, games and devices they use

 Play their favourite games with them, try out their favourite apps...
* https://www.internetmatters.org/resources/apps-quide/

Social networking and Social gaming and live Anonymous and decoy

messaging apps streaming apps apps


https://www.internetmatters.org/resources/apps-guide/
https://www.internetmatters.org/resources/apps-guide/

Agree rules about what’s OK and what’s not

 Clarify what is allowed... or not

« Establish ground rules like no phones at the
dinner table or in the bedroom at night-time

« Agree shared expectations to reduce arguments
and keep everyone safe and healthy

e https://www.childnet.com/resources/family-
agreement/
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https://www.childnet.com/resources/family-agreement/
https://www.childnet.com/resources/family-agreement/

Screen time...

* No ‘recommended’ limits for screen time
 What is device used for?

« Does screen use interfere with what your
family want to do?
* Does screen use interfere with sleep?

 Avoid using devices in hour before bed to
promote healthy sleep

Parents should consider their own use of
screens...

Photo by Kelly Sikkema on Unsplash
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https://unsplash.com/@kellysikkema?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/tQPgM1k6EbQ?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText




Manage your family’s settings and controls

e https://www.Internetmatters.org/parental-controls/

) partnership with About us Inclusive Digital Safety Search Q
internet B|B|C]|
matters.org
ONLINE ISSUES ADVICE BY ACGE SETTING CONTROLS GUIDES & RESOURCES NEWS & OPINION SCHOOLS RESOURCES

You are here: Home > Parental Controls

Parental Controls

Give your child a safe space to explore their curiosity online.

Our step by step guides will help you to set up the right
controls and privacy settings on the networks, gadgets,
apps, and sites they use to give them a safer online

experience.

SEE SET UP SAFE CHECKLIST



https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/parental-controls/

How to set parental controls

Many parents are put off using controls and settings as they think they will be difficult to set up, or complicated to use. With our step by steps guides,

we can help make it simple and straightforward.

Smartphones and other devices Entertainment & Search engines
Select the device from the dropdown list Select the device from the dropdown list
| v D | ° ]

VIEW ALL VIEW ALL

Broadband & mobile networks Social media

| Sky Broadband Shield guide v|

Select the device from the dropdown list | Select the device from the dropdown list
o~ @
~
B |

| Instagram parental controls v @


https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/parental-controls/

Manage your family’s settings and controls

Google Family Link Apple Family Sharing Windows devices

A

e Windows 10

Manage app access, set screen time etc.
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https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/google-family-link/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/apples-family-sharing/
https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/windows-10/

Android
screen
pinning

al ATRT = 2:24 PM

>

+00000@BAC "

8 GLC

Settings

Accessibility

Display & Brightness
Home Screen
Accessibility
Wallpaper

Siri & Search

Touch ID & Passcode
Emergency SOS
Exposure Notifications
Battery

Privacy

App Store

all ATRT T 2:24 PM 22% @)

< Settings Accessibility

e
Apple TV Remote

Keyboards

HEARING

Hearing Devices

@) Sound Recognition Off

| ﬂ Guided Access
-

Subtitles & Captioning

GENERAL
ﬁ Guided Access Off
Siri
Accessibility Shortcut Off

all ATRT T 2:24 PM 22%@E )

< Back Guided Access

Guided Access ()

Guided Access keeps the iPhone in a single app, and
allows you to control " "~ features are available. To
start Guided Accr ~k the Home button in the
app you want to

Passcode Sett.
Time Limits

Accessibility Shortcut

When you triple-click the Home button during a Guided
Access session, Accessibility Shortcut settings will be
displayed.

Display Auto-Lock Default

Set how long it takes your iPhone to automatically lock
during a Guided Access session.
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https://youtu.be/7c04U6D1LI4

Set 1t up
before you

wrap It up




Help your children stay safe online — work as a TEAM...
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Talk Explore Agree Manage
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